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1.2

1.3

1.4

1.5

Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=accandid=docacc.

Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 18.3.0.0.0, refer to the following
documents:

e Oracle Banking Digital Experience Licensing Guide
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2.2

2.3

OBDX Servicing Application

OBDX Servicing Application
Pre requisite

Download and Install node js as it is required to run npm and cordova commands.

XCode to be download from Mac App Store

Create Project

1.
2.

Extract iOS workspace from installer and place in a folder.

The workspace by default contains framework for running on devices. Hence to run the
application on simulator, delete and copy the 4 frameworks (OBDXExtensions.framework,
OBDXFramework.framework, OBDXWatchFramework.framework and Cordova.framework) from
installer/simulator to zigbank\platforms\ios directory.

Adding Ul to workspace

Use any 1 option below

a. Building un built Ul (required in case of customizations)

Extract unbuilt Ul and traverse to OBDX_Installer/installables/ui/channel/_build
folder and perform below steps

Windows —

npm install -g grunt-cli

npm install

set OBDX_IS_GRUNT=true

node render-requirejs/render-requirejs.js mobile

grunt --max_old_space_size=5120 mobilebuild --platform=ios

Linux -

sudo npm install -g grunt-cli

sudo npm install

export OBDX_IS_GRUNT=true

node render-requirejs/render-requirejs.js mobile

node --max_old_space_size=5120 grunt mobilebuild --platform=ios

b. Using built Ul (out of box shipped with installer)

i.  Unzip dist.tar.gz for android from installer and copy
folders(components,extensions,framework,images,json,lzn,pages,partials,reso
urce, index.html, build.fingerprint) to workspace (platforms/ios/www/)

Delete originations folder inside images (images/originations) and ensure webhelp folder
is not copied.
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OBDX Servicing Application

2.4 Open project in Xcode
Open Xcode by clicking ZigBank.xcodeproj at zigbank/platforms/ios/
1. Adding URLSs to app.plist (ZigBank/Resources)
a. FOR NONOAM (DB Authenticator setup)

SERVER_TYPE NONOAM

KEY_SERVER_URL http://mumO0O0chx.in.oracle.com:3333

WEB_URL http://mumO00chx.in.oracle.com:3333

PinnedCertificateName Name of SSL certificate without extension of
OBDX App Server

b. OAM Setup (Refer to installer pre requisite documents for OAuth configurations)

SERVER_TYPE OAM
KEY_SERVER_URL Eg. http://mum00chx.in.oracle.com:8003
(This URL must be of OHS without webgate)
WEB_URL Eg.http://mumO00chx.in.oracle.com:3333
KEY_OAUTH_PROVIDER_UR | http://mumO0Oaon.in.oracle.com:14100/oauth2/rest/tok
L en
APP_CLIENT_ID <Base64 of clientid:secret> of Mobile App client
APP_DOMAIN OBDXMobileAppDomain
WATCH_CLIENT_ID <Base64 of clientid:secret> of wearables
WATCH_DOMAIN OBDXWearDomain
SNAPSHOT_CLIENT_ID <Base64 of clientid:secret> of snapshot
SNAPSHOT_DOMAIN OBDXSnapshotDomain
LOGIN_SCOPE OBDXMobileAppResServer.OBDXLoginScope
PinnedCertificateOAMName Name of SSL certificate without extension of OAM
Server
PinnedCertificateName Name of SSL certificate without extension of OBDX
App Server

c. IDCS Setup

SERVER_TYPE IDCS
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2.

OBDX Servicing Application

KEY_SERVER_URL

Eg. http://mum00chx.in.oracle.com:8003
(This URL must be of OHS without webgate)

WEB_URL

Eg.http://mumO00chx.in.oracle.com:3333

KEY_OAUTH_PROVIDER_UR
L

http://obdx-
tenantO1.identity.c9dev0.oc9gadev.com/oauth2/v1/tok
en

APP_CLIENT_ID

<Base64 of clientid:secret> of Mobile App client

WATCH_CLIENT_ID

<Base64 of clientid:secret> of wearables

SNAPSHOT_CLIENT_ID

<Base64 of clientid:secret> of snapshot

LOGIN_SCOPE

obdxLoginScope

OFFLINE_SCOPE

urn:opc:idm:__myscopes__ offline_access

Adding chatbot support to mobile application (Optional)

CHATBOT_ID

The tenant ID

CHATBOT_URL

The web socket URL for the ChatApp application in IBCS

3. Common Configurations

PaymentPurpose

Payment purpose code for Siri Payments

CurrencyCode

Currency code for Siri Payments

PaymentPurposeRequiredFlag

Payment purpose required for Siri payments

SUITENAME Group identifier for sharing keystore information. Same
as given in app groups

BankName Name of bank to be shown on touch id / face id popup

CertificateType Extension of SSL Pinned certificates (Eg cer/der)
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OBDX Servicing Application

2.5 Generating Certificates for Development, Production and Push
Notifications

Create all certificates (by uploading CSR for keychain utility), provisioning profiles and push
certificates as shown below by login in developer console. For development add device UUIDs and
add same to provisioning profiles. Add capabilities as shown below and ensure the bundle identifier
matches the one of the application in Xcode

= o - + - a x
€ >0 @ = # coom@e -
= s @ Fl = = = D s
& Developer
Certificates, Identifiers & Profiles
135, VOS, watcnas: - i0S Certificates + Q
Cenificales 4 Cetificaies Total
e
s
Ao o
D
e 2 = =2 8 “ + - o x
€>c ” * cooBO e @
o ’

K
0]
.
1
0]
0]

& Developer

Certificates, Identifiers & Profiles
03, nOS, watehos  ~ I0S App IDs +a

Coriificates B.App IDS Totsl

““““

ILE SIRI EXTENSION Ul

MORILE WATCH APP EXTENSION

X wgcara
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OBDX Servicing Application

O sbtesra . x x| @ mpon x st x| n . x A s x4 - o x
€ > C @ Appleine [US] | bips//devsieperapplecam coO0Be e @
Y B Onbboaerkios [B] Setingup . ® anca 2 B sersey (o 15) Sec & u de D wairsinigs »
Certmcates 14 Profies Total 5
- Name TYpe
Paeiang
- ® aome
Devsiopmant
FCOB DISTRBUTION ® ace
Praduciin
[e—— acwe
we
A My e 08DX MOBLE DEV PROFILE
Type 125 Ceveccmen
Ientifiers o
L] s 08DX MOBRE (com ot i i o zggank|
Aomios
Cemicates s
Pass oo 05
Devices v
Websta Fush IDs
Enasied Services:  031ma CATR, -A0D PUCNS68, SKE ADO OrGuRs. PUEh Netcsbons
iCioud Caresiners e P
S S Expires: Dec 11,2010
warcn
Music 10§ Dalote Eait Downioad
Wags IDs
0BOXWOBILE DISTRIBUTION PROFILE o8 D ® ae
oevices
OBDX WOBILE MESSAGE DEV PROFLE 108 Deveogesent ® aowe
] OODXMOGILE IMESSAGE DISTRIBUTION PROFILE 108 Ditibuson ® nowe
Aosie e GBOX WOBILE SIRI EXTENSION DEV PROFILE 108 Develogesent ® 2
A OBDX MOBILE SIRI EXTENSION DISTRIBUTION PR. 109 Distibuson ® Aowe
Phone
e GBIXWOBILE SIRI EXTENSION UI DEV PROFILE (08 Dovslesant ® 2t
iPod Touen
CBOXWOBILE SIRI EXTENSION UI DISTRIBUTION .. 10 Ditsson ® s
Provsioning Protles
" GBIXWOBILE WATCH APP DEV PROFILE EL— ® s
GB0X WOBILE WATCH APP ISTRIBUTION PROFILE 105 Datuson ® aome
GBIXWOBILE WATCH APP EXTENSION DEV PROF... 105 Devsiosment ® ace
(G60X WOBILE WATCH EXTENSION DISTRIBUTION .. ® howe
S eitnon R Shomail | %

Ensure AppGroups capability is added to all profiles and for mobile profile SiriKit, App Groups, Push
Notifications must by added.

©  Mag Installer Distribution
This certificate is used to sign your app's Installer Package for submission to the Mac App Store.

©  Developer ID Installer
This certificate is used to sign your app's Installer Package for distribution outside of the Mac App Store.

©  Developer ID Application
This certificate is used to code sign your app for distribution outside of the Mac App Store.

Services

O Apple Push Notification service SSL (Sandbox)
Establish connectivity between your notification server and the Apple Push Notification service sandbox
environment to deliver remote notifications to your app. A separate certificate is required for each app you
develop.

®  Apple Push Notification service SSL (Sandbox & Production)
Establish connectivity between your notification server, the Apple Push Notification service sandbox, and
its to deliver remote to your app. When utilizing HTTP/2, the same
certificate can be used to deliver app update ClockKit data, and alert
background VolP apps of incoming activity. A separate certificate is required for each app you distribute.

©  macOS Apple Push Notification service SSL (Production)
Establish connectivity between your notification server and the Apple Push Notification service production
environment. A separate certificate is required for each app you distribute

O Pass Type ID Certificate
Sign and send updates to passes in Wallet.

O Website Push ID Certificate
Sign and send updates for Websites.

Note the certificate/bundle name

® Developer

Certificates, Identifiers & Profiles

Certificates

Certificates @

Identifiers

NAME TYPE PLATFORM
Devices

com.ofss.digx.obdx.zigbank Apple Push Services i0S
Profiles

Mobile Application Builder Guide —iOS 9



Note the Team ID from top right corner

Navigate to the “Keys” section and create APNS key

OBDX Servicing Application

Note APNS key and download the .p8 file. Copy the .p8 to config/resources\mobile

& Developer

Certificates, Identifiers & Profiles

< All Keys

View Key Details

Name
APNSDEV

Key ID
RBPLJNGZUS

Enabled Services

NAME

CONFIGURATION

Apple Push Notifications service (APNs)

Update the password as shown below —

Sr. | Table PROP_ID CATEGORY_l | PROP_VALUE | Purpose
No. D
DIGX_FW_ resources/mobil | Update the certificate path/name if
1 CONFIG_A | ios_cert_path | DispatchDetails e/AuthKey_ RBP | required. Should be relative to config
LL B LIN6ZU5.p8 directory
2 DIGX_FW | APNS DispatchDetails <Password> Provides id of .p8 certificate
_CONFIG Eg -
_ALL_ B RBPLJIN6ZU5
3 DIGX_FW | APNSKeySt | DispatchDetails | DATABASE or | Specifies  whether to  pick
_CONFIG | ore CONNECTOR certificate password from
_ALL_B database or from connector.
Default DB (No change)
4 DIGX_FW | Proxy DispatchDetails | <protocol,proxy | Provides proxy address, if any, to
_CONFIG _address> be provided while connecting to
_ALL B APNS server. Delete row if proxy
not required. Example:
HTTP,148.50.60.8:80
5 DIGX_FW | CERT_TYP | DispatchDetails | For dev push | For prod push certificates this row
_CONFIG | E certs add row | is not required
_ALL B with value ‘dev’
6 DIGX_FW | APNS_BUN | DispatchDetails | Eg. Bundle Name
_CONFIG | DLE com.ofss.digx.o
_ALL_B bdx.zigbank

Mobile Application Builder Guide —iOS
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OBDX Servicing Application

7 DIGX_FW
_CONFIG
“ALL_B

APNS_TEA
MID

DispatchDetails

Eg.
3NX1974C93

Team
account

ID of Apple developer

If CONNECTOR is selected in Step 2 update certificate id as below

Adding Bundle Identifiers

Bundle identifiers needs to be added in the Info.plist of each the frameworks along with the Signing
Capabilities tab in Xcode. For example, the bundle identifier used is abc.def.ghi.jkl. The steps to be

followed are,

e Right click on OBDXFramework.framework(in Xcode’s Project Navigator) -> Show in Finder

e When the finder directory opens the right click OBDXFramework.framework -> Show package

contents.

e  Open Info.plist and set Bundle identifier as abc.def.ghi.jkl. OBDXFramework

e Repeat the steps for the other three frameworks as well, with the following values:

= Bundle identifier for Cordova.framework : abc.def.ghi.jkl.Cordova

= Bundle identifier for OBDXExtensions.framework : abc.def.ghi.jkl. OBDXExtensions

= Bundle identifier for OBDXWatchFramework.framework : abc.def.ghi.jkl.
OBDXWatchFramework

Mobile Application Builder Guide —iOS
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OBDX Servicing Application

2.6 Removal of iMessage Extension and WatchKit Extension
a. Remove the iMessage extension from "Target Dependencies”

e To go to Target Dependencies: in the project navigator, click the project file. Then click
the target of the iPhone app. Go to the Build Phases tab.

e Go to “Embed App Extensions”. Remove the iMessage extension entry from the list
Embed App Extensions

b. For removal of WatchKit Extension, click on the corresponding x(cross button) of “Embed
Watch Content”

MOOORBNES - g@EsRNEviyr m¥

c. Remove the targets ObdxImessageExtension, OBDXWatchApp and OBDXWatchApp
Extension under Targets section of Project.

d. Select ObdximessageExtension, OBDXWatchApp and OBDXWatchApp Extension folders
and OBDXWatchFramework.framework under Project Navigator; Right Click then select
Delete; select Remove References when prompted. The said folders and framework should
be deleted from the Finder as well.
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OBDX Servicing Application

f. Remove the schemes for Watch and iMessage

Find Navigate Editor uc ¥ P

ZigBark ) ¥ Phone 8 P (13.6) 2 Ik Suceeeded | 16/08,20 41911 Pt &>

Autocreate Schemes Now

MOOORBNES - @@E=REriy m¥

g. OBDXWatchFramework.framework should be removed from the simulator folder shipped.
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Archive and Export

3. Archive and Export

a. Inthe Menu bar click on Product -> Archive (Select Generic iOS Device)

<O & ThuIUPM_Q

& oods Fle Edt View Find Navgate cdtor [ SEENEY Debug Source Contrl Window Help
©0® > B @zosnc) [ Oracie Prone? Run *R Archiving ZigBank: Zighank | Compiing asset catalogs

8 < > Bzosno] Profile %1 octon
Analyze 0%B -

Build For
Perform Action >

8uild
Clean rokio
Stop ®. pissecoczangroko

Scheme
Destination >

Create Bot...

b.  After archiving has successfully completed. Following popup will appear

Photos - Screen Shot 2019-02-18 at 33247 PM.png

LIPS =) Add to a creation C 0 Edit&Create v |&) Share
5. A

{ mg =

s

c. Click on Distribute App in the right pane of the popup -> select the Method of Distribution
-> Choose Provisioning Profile according to the method of distribution -> select Next ->
Review the contents and click on Export -> Export and generate the .ipa
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OBDX Authenticator Application

4. OBDX Authenticator Application

4.1 Authenticator Ul (Follow any one step below) Using built Ul
For Non-OAM - Unzip dist.tar.gz directory from OBDX_Patch_Mobile\authenticator\NON-OAM
For OAM - Unzip dist.tar.gz directory from OBDX_Patch_Mobile\authenticaton\OAM

4.2 Building Ul manually

1. Extract OBDX Installer.zip. It contains OBDX_Installer/installables/mobile/authenticator/ui
folder. The folder structure is as shown :

ene ui
- EREEIEE
Fovorise Today Previous 7 Days Today Previous 7 Days Pravious 7 Days Previous 7 Days
© Downloads f OBDX_Installer > init__py mobile 4 authenticator » android > build
! 0BDX Installer.zip core > service . ios > components
A e Previous 7 Days
fi Arolcatioos docs - ! CTE—— -
[ Desktop Execinstances » ”0 framework
- framework > jthent oation: 2 mages
[ Documents chatbot >
. installables » % e non-oam
{2} shubham runinstaller.py ] pages
o resources
evice policies
(2} Macintosh HD resource
= ul
Remote Disc
Tags
) Blue
® Red
Gray
Green
Orange
All Tags.

2. Go to OBDX_Installer/installables/mobile/authenticator/ui/_build and open package.json
and edit line no. 12 by replacing * with ~3.2.1

® 00 package.json

UNREGISTERED

4 package.json

~tool",
00l to build the GUI, require optimization, minify JS, CSS, HIML and compile SASS to CSS and update the resource path variables dynamically",

[ 1 characters selected

Spaces: & JSON

3. Build Ul based on selected Authentication mechanism.
(8 OAM based Authentication
1. Open Terminal at “_build” level.

2. Run following command :
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OBDX Authenticator Application

sudo npm install -g grunt-cli

sudo npm install

node render-requirejs/render-requirejs.js
grunt authenticator --verbose

3. After running above commands and getting result as “Done, without errors.” a new folder will
be created at “_build” level with name as “dist”.

(b) NON-OAM Based Authentication

1. Copy “non-oam/login” folder and Replace it at location “components/modules/” [in ui folder]
location. This will replace existing “login” folder.

S Today Previous 7 Days Previous 7 Days Previous 7 Days Previous 7 Days Previous 7 Days
© Downloads mobile » authenticator » android > build > base-components » authenticator-pin
Provious 7 Dips service > fos > components . modules > hotp
5 ul > css . login
[ Desktop o0 framework > otp
suthentioation ¢ images > paysecure-pin
[ Documents chatbot »
non-oam » totp
do
pages
oud
resources
policies

resource

# Applications

2} shubham

() Macintosh HD
ui
Remote Disc
A folder named *login® aready exists in this location. Do you
want to replace it with the one you're copying?
) Blue

® Red

Stop Replace

T T
Gray

Green
Orange
All Tags..

2. Open Terminal at “_build” level.

3. Run following command :
sudo npm install -g grunt-cli
sudo npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

4. After running above commands and getting result as “Done, without errors.” a new folder will
be created at “_build” folder level with name as “dist”.
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OBDX Authenticator Application

= '
, 900 [ _build — -bash — 80x24
5| Running "add-cordova" task

Reading ../ /dist/framework/jz/pages/require-config.js...0K
wWriting ../ /dist/framework/jz/pages/require-config.js...0K

Done, without errors.

Execution Time (2817-87-24 15:84:88 UTC+5:38)
loading tasks 16.2: DI 5%
clean:preBuildCleanUp 1ims 8%
copy:main 6.4 DEDEEEEEE G1%
zassidist 1Zms 8%
htmlmin:min o8ms 8%

fl inlinecss:main 3msz 8%
uglify:updatedBuild 1.7 N B%
string-repla...eplacements 26ms  B%
require ims 8%
requirejs:compile 2.2 N 11%
clean:postBuildCleanUp 151ms QB 1%
authenticator-tasks 7ms 8%
add-cordova 7ms 8%
Total 28.%9s
dhep-in-ofss-18-1868-59-57:_build obdxuser$ I

ece 0 dist

< 2 =flo) = 8 0O S,
Favorites Today Pravious 7 Days Today Today Today

© Downloads 9 mobile » [ authenticator M * B buid . build tet

A Prevous 70ars 9 senvice " w70 T = conoorers :

. css
o > [ android » Provious 7 Days =
B tramework

[ Desktop B authentication N I ios * B components * [ images >

[ Documents chatbot . B css * [ non-oam 2

5} shubham & ob ¥ [ frameworic > I pages

M oud B9 images * [ rescurces >

Devices policies > B9 non-oam =

(5 Macintosh HD 89 resource " I pages

i m i . B resources .

(@) Remote Disc
Tags

® Blue

® Red

® Gray

® Green

Orange
All Tags..

Mobile Application Builder Guide —iOS 19



4.3 Authenticator Application Workspace Setup

1. Unzip and navigate to iOS workspace as shipped in installer

OBDX Authenticator Application

2. Open the “OBDX_Installer/installables/mobile/authenticator/ui/ios/www” folder in the
finder and paste and replace the following generated Ul files from “ui/dist” folder :

components
CSS
framework
images
pages

resources

@ Xcode File Edit View Find Navigate Editor Product Debug Source Control Window Help @G < LM w3 (@ Mon326PM Q @ =
ece » @ Oncxautnentcator ) gl IProne 7 Pis Obdxuthenticator | Buid Suceosded | 07/06/17 at 610 P S (==1=]
BRAaa = o & & [ Occuautnenticator
+ b Osduautnenticator I3 Capsbities  ResourceTsgs  Ifo  GuidSemngs BuidPhases  BuidRules
v () Settings.bundle
PROJECT
» on.Iproj v Identity
iyt B ObdxAuthenticator
v [ staging TARGETS Dispiay Name  ${PRODUCT_NAME}
e B orcxautnenticaror
Bundie identifier  com oracecorp nternal cbaxauthentiator
 cordova_plugins.js Show in Finder Version 1.00
» cordova-js-src Open with External Edltor Build 1.00
= cordova |s n As L :
. e
! Show File Inspector
e )
> Mimg New File ¥ Signing
o indexnmi Add Filles to "www".. Automaticaly manage signing
s .
Delete
b [ plgins
» [ Condovalib.xcodeproj New Folder
> Classes New Group from Selection ¥ Signing (Debug)
» _ Plugins Provisioning Proflle  Oracle ENT Developer Profie B
» [ Other Sources
> — Team Oracle Corporation (Ent 1)
> Framewarks Find in Selected Groups... Signing Certificate iPhone Developer: Suyog Joshi (BFW4STE7EV)
» | Products
Source Control »
* Signing (Release)
Project Navigator Help
: = Provisioning Proflie _Or B
’ Taam Fwasia Faennsarinn € 1
S
[ Ao All Qutput & oo
ene dist
# =[Mfc mv #- b ) O
Pavorhes 3 OBDX.18.1.0.0.0 B channel ) authenticator } android build build.txt
© Downlosd 1 0BDX_18.1.0.0.0.zip config B service i ios B8 components [ B components C
ownloads o ™ ul . css B s g
# Applications M iz [ dist Ol B framework »)
v middieware framework >
Desktoy
3] P A obile I8 images » B8 non-oam »
% Documents B seed non-am = v
3} shubham > uths B9 pages
» resources
Dovices B

&) Macintosh HD
@) Remote Disc
Tags

@ Blue

® Red

® Gray

@ Green

Finally the OBDX_Installer/installables/mobile/authenticator/ui/ios/www folder must look like:
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o 00 crame j— 5 mo > Ovomma_scacoonors

. cort = e .
Desktop qRcaa n . v, ~ y

% ocuments e

0 shubha oo

Nowcopy and paste this trustedCertificate.cer to

Generate a certificate(.cer) for your server and rename it to trustedCertificate.cer

OBDX_Installer/installables/mobile/authenticator/ui/ios/ObdxAuthenticator/Resources/

directory

ene Resources
& vi @ ¢
moblle > B suthenticator > sndiold , a0 plist h Bridging-Header.h
service > ios » cordova > Classes
© Downloads ui > CordovaLib > config:xmi
#\ Applications exportOptionPlist.plist Images.xcassets »
5 Desktop frameworks.json m main.m
. os.json ObdxAuthe...tor-Info,plist
(% Documents ObdxAuthenticator > h ObdxAuthe..r-Prefix.pch
2} shubham [& obdxAuthe...or.xcodeproj Plugins .
Settings.bundle Resources .
Devices ww >

{d Macintosh HD
2) Remote Disc
Tag
Blue
® Red
Gray

4. In xcode navigator, right click on Settings.bundle -> Delete

-> Move to Trash

» @ obdxauthenticator ) i IPhone 8 Pius ObdxAuthenticator | Build Obdxauthenticator: Canceled | Today at 12:05 PM 7

Utl ) [} Constants

B8 B2 Q g = o @8 /8 <>

v [ Obaxautnenticator

Classes h) GlobaiConstants.h ) No Selection

[&) DbdxAuthenticator

> Settings.bundle

v [ Staging
config.mi
» 0 www
» [ cordovaLib.xcoaspro]
b [ Classes
v [ Plugins

h DeviceCompiiance.n

m DeviceCompiance.m ! s
b AppProfersnces h . .

m AppPreferences.m

m CovDevice.m !

h) COVDevice.h

Do you want te move “Settings.bundle” to the Trash, or anly
remove the reference to it?

Cancel Move to Trash

m FetehPlugin.m
m BaseClient.m
m AFHTTPRequestOperation.m
m AFHTTPRequest..rationManagerm
m AFHTTPSessionManager.m
m AFNetworkReachabilityManager.m
m AFSecurityPalicy.m
m AFURLConnectionOperation.m
m AFURLRequestSerialization.m
m AFURLResponseSerialization.m
m AFURLSessionManager.m
m AFNatworkActivityLogger.m
h FetchPiugin
h) BaseChenth
h| AFHTTPRequestOperation.h
h) AFHTTPRequest..rationManager.n
h| AFHTTPSessionManager.n
b AFNetworking h
b AFNetworkReachabiityManagerh
b AFSecurityPolicy.h
h| AFURLConnectionOperatian.h
h) AFURLRequestSerialization.h
h) AFURLResponseSerialization.h
b AFURLSessionManagerh
h) AFNatworkActivityLogger.h
¥ [ Other Sources
h) ObdxAuthenticator-Prefix.och
m main.m
b Bridging-Header.h
» | Resources
b L Frameworks:

+[@
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Identity ang Type

Name Globa/Constants.h

Type Defautt - C Header $

Location  Relative to Group S

GlobalConstants.n

Full Path [Users/shubhamy

ocuments/

FOR_DEVOPS_INSTALLER/
OBDX 18.1.0.0.0/mobile/
authenticatorfios/
ObaxAuthenticatorClasses/
UtiiCanstants/
GlobalConstants.h

On Demand Resource Tags

Target Mambershia
@ Ovaxauthenticator

Text Settings.

fext Encoding Unicode (UTF-8) <
Line Endings c
ndent Using _Spaces ¢
wiams A= 4l
T indent
@ wrap iines
06D
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OBDX Authenticator Application

5. To change the OAM URL / SERVER URL / OTP_TYPE,

Go to the app.plist in Xcode navigator and set the values.
Values for OTP_TYPE will be either HOTP or TOTP

Note: For NONOAM/DB authenticator setups leave OAM URL blank and set the Server
url/OTP_TYPE (example shown below for NONOAM/DB Authenticator/LDAP setups)

Q 8 O Fioul 1741

@ Xcode Fie Edit View Find  Navigat wol  Window  Help 080U 0

Locaize.

6. Now, again go to the Xcode and run the project either in Simulator or device

7. To update Application name, Click on the project in Xcode, then under Targets -> Build
Settings -> Packaging -> Product Name and update the Application Name to the desired one.
To change the package name, Change the Bundle Identifier.
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@ Xcode File Edit View Find Navigate Editor Product Debug Source Control Window Help

OBDX Authenticator Application

@ Co 7T D u 8% Mon4:52PM Q @&

ece » @ ObdxAuthenticator ) i iPhone 7 Pius.

= I R
v [ ObdxAuthenticator
v () Settings.bundle
» [ enlproj
Root.plist
v [ Staging
config.xmi
v B www
» [ components

2 8 &<
]
PROJECT
[B ObdxAutnenticator
TARGETS
@ obdxauthenticator

+[® OF| A

ObdxAuthenticator | Build Succeeded | Today at 4:40 PM

[ OboxAutnenticator

General

x

Capabilties Resource Tags

s 4

Basic

¥ Linking

¥ Runpath Search Paths
Debug
Release

Info.plist File
Product Bundie

¥ Search Paths

Always Search User Paths

 Signing
Development Team
¥ Provisioning Profile

ObdxAuthenticator/ObdxAuthenticator-Info.plist

info

ey

o = o |
<

Buld Settings Build Phases. Buid Rules

@ ovcsautrent

Loading.

@executable_path/Frameworks

<Multiple values>
Oracle ENT1 Developer Profile &

All Output

@ oocuumenscans ) [ orace Prane 7

[ Osdukstentstor

FROMCT
B Opaumtnentcator
TanerTs

» B Casses [ E—

ppo—"

 Signing (Debug)

 Signing (Releasal

 Deplopment info.

Finder.
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Girars Cosniites  MesoumeTige e BinSemegs

‘HPRCOUCT k)

180
no
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Provisoning Drofi. | Grace ENTI Daveioper Safie

Team Oracis Corporation (£ )

Sgreg Cortficate

Proviscring Profi. | Crclo ENT! 2017

s Oracis Carsoratien (61 )

Sgneg Canrems

Depiyment Targmt
oot | Unversss

Vo rtertace
Device Orentation € Portiat
Landacase Rig

8 Peaures ul scrsen

Prep—

Prone Deverop: Suyog oun (BEWASTETSY)

Prans Digwmun: Oracie Corparatan £1 1)

To update Application icon/ Launch Image go to Resources

Taaneny and Tysa

Name Oodsiuthenteator

oua Rses

Location Ao

Full e fmerstanabeaen
menti/
FOR_DEVOPS INSTALLER)
D38 10,0 Bimaier
suestcaorion
CosmAutmenticats scoupre
| °

e ovcemsee
et rarmen veose 33 compame B}
o
Comtata

Tt setngs
e
whom

Spoces

@ wsaines

a

-> Image.xcassets and show in
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@ Xcode File Edit View Find Navigate Editor Product Debug Source Control Window Help ®@C = LW 2% @ Mon501PM Q @

eve » @ OboxAutnenticator ) i iPhone 7 Pius ObdxAuthenticator | Build Succeeded | Today at 4:40 PM £ = o 00
BRQAO0=op @ |8 < [&) ObcxAutnenticator | [ Resources ) [ images.xcassets | @ Applcon CAD
v [& ObdxAuthenticator @ Appicon Appicon App Icon
 (J Settings.bundle B Launchimage
» I enlproj y 7
Rootpist 3 3
2@ o @ 0
ek 2x 3x L 2x 3x 2x 3x
> B ootz e— A s s
» Classes 20pt Settings - iOS 5-10 40pt
» B ogies
» Other Sources
v [ Resources e
app.plist
wustedCerticate.cor
5 T i et
» || Frameworks. Show Fille Inspector s7pt 60pt
» [ Products
New File...
Add Files to “ObdxAuthenticator”.. n
Delete
New Group ! “ ! !
New Group from Selection Show Slicing
Source Control >
Project Navigator Help “1112]3]4]8]6[7[e[9[0]-1=]®
ANO0000NONnEK
G L LS
[~ <] I
+@ ©F| At All Output & o ‘l W"EIEI‘
9. Replace the images with icons/launch Images of the choice of each dimension of the
icon/launch Image already present.
[ NON | [ Applcon.appiconset
< HE o [ERERE = =T Q, Search
Favorites gitignore Bl Appleon.appiconset > Contents.json
@ All My Fil * h Bridging-Header.h [ Launchimage.launchimage * @& OBDX_20.png
v Fiies + [ Classes > @ 0BDX_29.png
p‘d‘{ Applications config.xml @ OBDX_40.png
[ d
o Downloads ] Ima_ges.xcassets @ OBDX_50.png
m main.m @ O0BDX_57.png
@ Documents B ObdxAuthent...tor-Info.plist @ OBDX_58.png
5] Desktop h ObdxAuthent...or-Prefix.pch @ O0BDX_60.png
+ [ Plugins > @ 0BDX_72.png
{2} obdxuser 7] Resources » @ OBDX_76.png
R - @ OBDX_80.png
B OBDX_87.png
D, obdxuser's M... g OBDX_'IOO.DHQ
Q BurpSuite... = 8 OBDX_114.png
. @ OBDX_120.png
Q SquidMan... = @ 0BDX_144.png
B cooceson
L i} png
o
] abhiaravind's... @ 0BDX_180.png

[ abhishek's re...

[ aditi'e ramnta

.
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4.4 Building Authenticator Application

1.

@ Xcode File Edit View Find Navigate Editor [EEeNEg Debug Source Control Window Help

Set the simulator to Generic iOS device. Then go to Product -> Archive.

@ Co 7 )W 95%3) @ Mon5:15PM

®@0® P> W @ ovouutnentcator) 2 Genericiospe  RUN R ing index. » SOl
=
BRAaQaAa @ =8 [& ObdxAutner  Profile ®! <A)>
Analyze %8
¥ (5] ObdxAuthenticator [} Capabilties Resource Tags. info 8uid Settings Build Phases Buid Rules
v () Settings.bundle
PROJECT [ Combined TN S
el B Obcauthenticator] Dl For Py = okx ‘
Root.plist - Perform Action >
v B staging TARGETS @ Obdxauthen
Fr @oscusumenicar|  Buid u8 s
Clean 22K "
» 10w Not
» [& CordovaLib.xcodeproj Yes o
» [ Classes Scheme >
» [} Plugins Destination >
» (1] Other Sources [ <] .
= R Create Bot.
app.pist Debug @executable_path/Frameworks
trustedCertificate.cer Release
54 Images.xcassets
» _ config ¥ Packaging
ObdxAuthenticator-info.plist @ Ovaxauthent
» | Frameworks Info.plist File ObdxAuthenticator/ObdxAuthenticator-Info.plist
» [ Products Product Bundie Identifier com.oraclecorp.internal.obdxauthenticator
» Product Nam 0BDX Secu
¥ Search Paths.
Always Search User Paths Noo
+ )
E »
+ @ OFE A Al Output &

2.

05 Apps
= Oasp

obdx

@ Obdxauthentica...

& Xcode File Edit View

Choose your Archive and then click “Export”.

Find Navigate Editor Product Debug Source Control

v Version

Window Help

Crashes
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.ipa file will be generated

4 96%(3> [ Mon517PM

Archive Information

P ObdxAuthenticator
S| 24-00-2017, 516 PM

vaidate. Export

Details

1000100}
com.oraciecorp.internal.ob.
ype I0S App Archive

Download aSYMs.

Description

tificateSigning
loguest__Reauest
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Adding Custom Cordova Plugin

5. Adding Custom Cordova Plugin

1. Create a plugin folder named cordova-plugin-getdirection under plugins folder of www
(zighank\platforms\ios\www\plugins) and create a www folder inside newly created folder and a
js file with the name mentioned in step-2 and it's contents as stated below.

For example,

cordova.define("cordova-plugin-getdirection”, function(require, exports, module) {

var exec = cordova.require('cordova/exec');

exports.navigate = function(args, successCallback, errorCallback) {
cordova.exec(successCallback, errorCallback, "GetDirectionMapPlugin”, "direction", [args]);
h

D

Here,

cordova-plugin-getdirection.getDirectionPlugin -> user defined id from
cordova_plugins.js(zigbank\platforms\ios\ www\cordova_plugins.js)

GetDirectionMapPlugin: name of Obejective-C/Swift plugin class
direction: function to be called

navigate: this can be use in .js file to trigger this “direction” function
2. Make entry of plugin in cordova_plugins.js(zigbank\platforms\ios\www) as the following:

For example,

{

"id": "cordova-plugin-getdirection.getDirectionPlugin”, : user defined id

“file”: “plugins/cordova-plugin-getdirection/www/mapgetdirection.js”, : path of plugin js file
"pluginld": "cordova-plugin-getdirection”,

"clobbers": |

"window.getDirection": this can be used in any .js file to call plugin

]

}

3. Make entry of plugin class in config.xml(zigbank\platforms\ios\Zigbank) file of app as stated
below:

For example,

<feature name="GetDirectionMapPlugin">
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<param name="ios-package" value="GetDirectionMapPlugin" />
</feature>

The feature's name attribute should match what you specify as the

JavaScript exec call's service parameter. The value attribute should match the name of the plugin's
Objective-C/Swift class. The <param> element's name should always be ios-package. If you do not
follow these guidelines, the plugin may compile, but Cordova may still not be able to access it.

4. Plugin invocation from any .js file:

For example,

window.getDirection.navigate({

originLatLng: origin,

destinationLatLng: location

)

window.getDirection : clobber defined in the cordova_plugin.js file

navigate: name of the function defined in plugin js file
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